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GANG INVOLVEMENT IN TAX RETURN FRAUD SCHEMES TO
SUPPLEMENT TRADITIONAL CRIMINAL ACTIVITIES

(U//LES) The National Gang Intelligence Center (NGIC) assesses with medium confidence that street and
prison gangs are expanding their criminal activities to include schemes to obtain illegitimate tax refunds, as
it has proven to be very profitable and a low-risk crime.

(U/ILES) According to the Internal Revenue Service (IRS), incidents of tax return fraud have increased in
recent years, and gang involvement in this criminal activity mirrors that trend.* Gangs perpetrate tax return
fraud by utilizing facilitators, such as employees of tax preparation companies. Prison gangs often employ
females or other facilitators on the street to assist them, and communicate by legal mail to avoid law
enforcement detection. While some of the fraud is committed using gang members’ information, gangs are
also threatening and/or paying individuals a fixed amount for the personal identifying information and
committing identity theft. The illicit revenues from these schemes are subsequently used to supplement
traditional criminal activities and in overall furtherance of the gang.

e (U//LES) According to FBI source reporting in July 2011, new inmates are constantly threatened by
the Arizona Aryan Brotherhood (AAB) to provide their social security numbers and other personally
identifiable information to file fraudulent tax returns. Female counterparts on the streets file the
returns on their behalf, and they use legal mail to avoid detection. The source also reported that the
AAB will continue to perpetrate income tax fraud schemes because it generates significant revenue
for the gang.’

(U) Law Enforcement Sensitive: This information is the property of the Federal Bureau of Investigation and the National Gang
Intelligence Center. This SAB may be distributed to federal, state, tribal, or local government law enforcement officials with a need-
to-know. Further distribution without FBI and/or NGIC authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroyed in a manner that precludes unauthorized access.

(U) Warning: This is an information report, not finally evaluated intelligence. It is being shared for informational purposes, but
has not been fully evaluated, integrated with other information, interpreted, or analyzed. Receiving agencies are cautioned not to
take actions based solely on this raw reporting unless the information is independently verified. A presumption of innocence still
exists for any person being reported on in this report.

2 High confidence generally indicates that the judgments are based on high-quality information or that the nature of the issue makes it possible to render a
solid judgment. Medium confidence generally means that the information is credibly sourced and plausible, but can be interpreted in various ways, or is not
of sufficient quality or corroborated sufficiently to warrant a higher level of confidence. Low confidence generally means that the information’s credibility
or plausibility is questionable, the information is too fragmented or poorly corroborated to make solid analytic inferences, or that there is significant concerns
or problems with the sources.
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(U//LES) According to FBI source reporting as of June 2011, money derived from an income tax
fraud and identity theft ring in Statesboro, Georgia is being used to purchase guns and drugs for the
Bloods street gang. Individuals involved in the scheme are collecting personal information of people
they encounter in their places of employment and storing it until the following tax season, when a
tax return is filed using the stolen information.

(U//LES) According to FBI source reporting as of May 2011, income tax fraud is widespread
amongst Gangster Disciple sets in western Tennessee. Gang members work with at least one outside
employee of a tax filing company to submit fraudulent federal income tax statements despite having
no legitimate work history or earnings.*

(U//LES) In December 2010, prison staff at California State Prison-Corcoran found a Black Guerilla
Family (BGF) gang member at disseminating information to other inmates outlining the process to
file fraudulent tax returns. The inmate was also directing that they use the “legal mail” process to
avoid detection by staff.’

(U//FOUO) In May 2010, an FBI source indicated that a member of the AAB was committing
fraudulent income tax schemes for members of the AAB and Arizona Mexican Mafia (AMM), by
creating false W-2 forms and placing tax refunds on prepaid credit cards to be used by AAB and
AMM members accordingly.

(U/ILES) According to source reporting as of April 2010, inmates at Clallam Bay Corrections Center
with ties to the Aryan Family are funding drug purchases with money obtained by committing
federal income tax fraud. To perpetrate this criminal activity, inmates’ personal information and
power of attorney forms are mailed to outside facilitators to file the tax returns and cash the refund
checks. The proceeds are split between gang members and facilitators and are subsequently used to
smuggle rr;ethamphetamine into the facility through legal mail to avoid monitoring by corrections
personnel.

(U//LES) Outlook

(U//LES) Instances of tax return fraud committed by gangs will likely increase as they seek out
opportunities to commit low-risk crimes and as they become aware of the fraud’s potential profits. Gangs
may initially perpetrate this crime by filing returns for themselves or other gang members; however, once it
is determined to be a financially viable endeavor, gangs will likely resort to intimidation tactics, committing
identity theft, and forming alliances of opportunity with individuals and other criminal enterprises to
continue to receive illegitimate refunds. Furthermore, gangs may seek out individuals such as employees of
tax preparation companies to use their tax knowledge and expertise to identify and exploit new methods and
tactics to commit tax fraud.
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(V) Endnotes

! IRS Office of Criminal Investigation, Refund Crimes

2 (U/ILES) FBI; July 2011; UNCLASSIFIED; Source has a high level of reliability with excellent access. Previous reporting
has been corroborated, and has been reporting for less than two years.

® (U/ILES) FBI; June 2011; UNCLASSIFIED; Source is a former LE officer with undetermined reliability, some of whose
reporting has been corroborated.

* (U//LES) FBI IIR 4 214 3279 11; DTG: 2216127 SEP 11; “Involvement of Gangster Disciples in Income Tax Fraud in
Tennessee, As of April 2011;” Source has good access who spoke in confidence and whose reporting, though limited, has
been reliable in the past.

® (U//LES) NGIC Situational Information Report, 9 February 2011 “California Inmate and Black Guerilla Family Member
Providing Instructions to File Fraudulent Tax Returns.”

® (U//FOUO) FBI IIR 4 214 1878 10; DTG: 252133Z JUN 10; “Perpetuation of a Fraudulent Income Tax Scheme by the
Arizona Aryan Brotherhood and Arizona Mexican Mafia, as of May 2010;” Source is a first time contact with excellent
access. Reliability has not been determined.

" (UIILES) FBI; April 2010; UNCLASSIFIED; Source is a first time contact, some of whose reporting has been corroborated.
Reliability has not been determined.
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NGIC Customer Satisfaction Survey

Please take a moment to complete this survey and help evaluate the quality, value, and relevance of
our intelligence product. Your response will help us serve you more effectively and efficiently in the
future. Thank you for your cooperation and assistance. Please return to:

National Gang Intelligence Center
935 Pennsylvania Avenue, NW
NGIC-VA #405
Washington, DC 20535

Customer and Product Information
Intelligence Product Title: Gang Involvement in Tax Return Fraud Schemes To Supplement

Traditional Criminal Activities

Dated: 13 December 2011
Customer Agency:

Relevance to Your Intelligence Needs

1. The product increased my knowledge of an issue or topic. (Check one)
___ 5. Strongly Agree

___ 4. Somewhat Agree

__ 3. Neither Agree or Disagree

___ 2. Somewhat Disagree

__ 1. Strongly Disagree

Actionable Value

2. The product helped me decide on a course of action. (Check one)
___ 5. Strongly Agree

___ 4. Somewhat Agree

___ 3. Neither Agree or Disagree

___ 2. Somewhat Disagree

__ 1. Strongly Disagree

Timeliness Value

3. The product was timely to my intelligence needs. (Check one)
___ 5. Strongly Agree

___ 4. Somewhat Agree

___ 3. Neither Agree or Disagree

__ 2. Somewhat Disagree

___ 1. Strongly Disagree

Comments (please use reverse or attach separate page if needed):
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