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I. Purpose 
 

The National Cybersecurity and Communications Integration Center (NCCIC) Resource and 

Capabilities Guide is intended to enhance cross-sector cyber security efforts and collaboration by better 

informing our cybersecurity and communications partners of the NCCIC’s tools, assets, and 

collaboration mechanisms offered.  This guide also identifies the Center’s resources and capabilities as 

well as describes the processes for accessing NCCIC information portals and products, incident 

reporting systems, and relevant point of contact information for our community of partners.  
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II. Introduction 
The Department of Homeland Security (DHS) is responsible for protecting the Nation’s critical 

infrastructure from physical and cyber threats. Cyberspace has united once distinct information 

structures, including business and government operations, emergency preparedness communications, 

and critical digital and process control systems and infrastructures. Protection of these systems is 

essential to the resilience and reliability of the Nation’s critical infrastructure and key resources (CIKR) 

affecting economic and national security. 

 

NCCIC Overview 

The National Cybersecurity & Communications Integration Center (NCCIC), within the Office of 

Cybersecurity and Communications (CS&C) (http://www.dhs.gov/office-cybersecurity-and-

communications), serves as a centralized location where operational elements are coordinated and 

integrated.  NCCIC partners include all federal departments and agencies; state, local, tribal, and 

territorial (SLTT) governments; the private sector; and international entities. The NCCIC’s activities 

include providing greater understanding of cybersecurity and communications situation awareness 

vulnerabilities, intrusions, incidents, mitigation, and recovery actions. 

 

NCCIC Vision 

A world class cybersecurity and communications organization performing cutting edge analysis, 

sharing actionable and comprehensive information in real time, and ensuring a whole-of-nation 

approach to response, mitigation, and recovery efforts.  

 

NCCIC Mission 

To operate at the intersection of the private sector, civilian, law enforcement, intelligence, and defense 

communities, applying unique analytic perspectives, ensuring shared situational awareness, and 

orchestrating synchronized response efforts while protecting the Constitutional and privacy rights of 

Americans in both the cybersecurity and communications domains. 

The NCCIC’s missions include: 

 Protection of federal civilian agencies in cyberspace;  

 Working closely together with critical infrastructure owners/operators and sector specific agencies 

to reduce risk;  

 Collaborating with state and local governments through the Multi-State Information Sharing and 

Analysis Center (MS-ISAC);  

 Cooperating with international partners to share information and respond to incidents;  

 Coordinating national response to significant cyber incidents in accordance with the National 

Cyber Incident Response Plan (NCIRP);  

 Analyzing data to develop and share actionable mitigation recommendations;  

 Creating and maintaining shared situational awareness among its partners and constituents;  

http://www.dhs.gov/office-cybersecurity-and-communications
http://www.dhs.gov/office-cybersecurity-and-communications
http://www.dhs.gov/office-cybersecurity-and-communications
http://www.dhs.gov/office-cybersecurity-and-communications
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 Orchestrating national protection, prevention, mitigation, and recovery activities associated with 

significant cyber and communication incidents;  

 Disseminating cyber threat and vulnerability analysis information; and  

 Assisting in the initiation, coordination, restoration, and reconstitution of National Security or 

Emergency Preparedness (NS/EP) telecommunications services and facilities under all conditions, 

crises, or emergencies, including executing Emergency Support Function 2- Communications 

(ESF-2) responsibilities under the National Response Framework (NRF).  

The NCCIC is comprised of four branches: 

 NCCIC Operations & Integration (NO&I);  

 United States Computer Emergency Readiness Team (US-CERT);  

 Industrial Control Systems Cyber Emergency Response Team (ICS-CERT); and  

 National Coordinating Center (NCC) for Communications.  

 

As mutually supporting, fully integrated elements of the NCCIC, these branches provide capabilities 

and partnerships necessary to lead a whole-of-nation approach to addressing cybersecurity and 

communications issues at the operational level. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.us-cert.gov/
http://www.us-cert.gov/control_systems/ics-cert/
http://www.dhs.gov/national-coordinating-center-telecommunications
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NO&I develops operational planning, training, and exercises for the NCCIC.  Managing a portfolio of 

cyber exercises ranging from small-scale, discussion-based exercises to large-scale, operations-based 

exercises such as DHS’s flagship Cyber Storm Exercise Series (http://www.dhs.gov/cyber-storm-securing-

cyber-space), NO&I also participates in the planning and execution of national, international, SLTT, and 

private sector exercises.   

 

US-CERT brings advanced network and digital media analysis expertise to bear on malicious activity 

targeting the Nation’s networks. US-CERT develops timely and actionable information for distribution 

to federal departments and agencies, SLTT governments, private sector organizations, and international 

partners. In addition, US-CERT operates the National Cybersecurity Protection System (NCPS), which 

provides intrusion detection and prevention capabilities to covered federal departments and agencies. 

 

ICS-CERT reduces risk to the Nation’s critical infrastructure by strengthening control systems security 

through public-private partnerships. ICS-CERT has four focus areas: situational awareness for CIKR 

stakeholders; control systems incident response and technical analysis; control systems vulnerability 

coordination; and strengthening cybersecurity partnerships with government departments and agencies.  

 

NCC leads and coordinates the initiation, restoration, and reconstitution of NS/EP telecommunications 

services or facilities under all conditions. NCC leverages partnerships with government, industry and 

international partners to obtain situational awareness and determine priorities for protection and 

response. 

 

The NCCIC also relies heavily on voluntary collaboration with its partners. The NCCIC works closely 

with those federal departments and agencies most responsible for securing the government’s cyber and 

communications systems, and actively engages with private sector companies and institutions, state, 

local, tribal, and territorial governments, and international counterparts. Each group of stakeholders 

represents a community of practice, working together to protect the portions of critical information 

technology that they own, operate, manage, or interact with. 

  

  

http://www.dhs.gov/cyber-storm-securing-cyber-space
http://www.dhs.gov/cyber-storm-securing-cyber-space
http://www.dhs.gov/cyber-storm-securing-cyber-space
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III. Information Sharing 
 

The NCCIC’s information sharing avenues include websites, portals, written reports, and meetings 

which are available to provide accurate and actionable threat and tactical information. The NCCIC 

provides in-person information sharing programs to enhance knowledge and collaboration among 

public and private sector partners. NCCIC training and exercise programs also improve threat 

awareness, detection, and readiness capabilities. In addition, the NCCIC holds an NCCIC Monthly 

Analysis Meeting on NCCIC products – a meeting that is open to all partners. This meeting provides an 

opportunity for open communication between the NCCIC and its outside affiliates. If you are interested 

in attending, please e-mail NCCIC@hq.dhs.gov . 

Report Types 

The NCCIC produces several reports to alert partners of emerging cyber threats, vulnerabilities, and 

current activities. Certain products such as Alerts, Current Activity, Bulletins, and Tips are released 

through US-CERT’s National Cyber Awareness System (NCAS). To sign up for NCAS products, visit 

their Subscription System and Mailing Lists and Feeds (http://www.us-cert.gov/ncas) page. The 

remaining products are distributed by other means, which are described later in the document. The 

following is the full list of NCCIC products: 

 

Advisories - Provide awareness or solicit feedback from critical infrastructure owners and operators 

concerning ongoing cyber events or activity with the potential to impact critical infrastructure 

computing networks.  Advisories describe the affected products and the impact it had the system or 

network, the vulnerabilities and mitigation. 

Alert & Situation Reports - Alerts serve as the vehicle for expedited notification of key stakeholders 

when an event meets an NCCIC Principal Information Requirement. As events develop and more 

information becomes available, Alerts may be updated with periodical “Situation Reports” (or 

SITREPs) which prominently feature the most up-to-date details and projections on the topic of the 

original Alert. 

Analysis Reports - Analytic products that provide analysis and insight into specific tactics, techniques 

and procedures (TTPs) describing the activity, how to detect it, defensive measures and remediation 

advice, as appropriate.  Analysis Reports typically contain the attack string, the IP address and domains 

affected and other pertinent information related to the attack. 

Current Activity Updates - Current Activity Updates will provide information of an event involving a 

vulnerability, threat, or imminent or ongoing attacks.  Updates may describe high level descriptions of 

new system or software releases or vulnerabilities in a system or network and potential impacts and 

mitigation. 

mailto:NCCIC@hq.dhs.gov
https://public.govdelivery.com/accounts/USDHSUSCERT/subscriber/new
http://www.us-cert.gov/mailing-lists-and-feeds/
http://www.us-cert.gov/ncas
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Daily Summaries - Daily Summaries will provide our partners with recent activities which have been 

detected or reported and the steps necessary to mitigate the threats.  Summaries may contains current 

news and events, reported incidents, ports/protocol activities, and new vulnerabilities and threats. 

Indicator Bulletins - Indicator Bulletins are intended to provide incident analysis and timely 

information derived from new cyber incidents and/or malicious code, threats, and vulnerabilities. The 

intended audience for these products may include federal, state, or local governments, critical 

infrastructure private industry partners, and national CERTs. 

Periodic Newsletters - Periodic Newsletters provide information to partners regarding malicious 

activity, situational awareness, training updates, assessment summaries, recent product releases, open 

source situational awareness highlights, upcoming events, and coordinated vulnerability disclosures. 

Recommended Practices - Recommended Practices provide guidance on the tools and techniques 

users should apply to their public facing websites, network, and/or host computers in order to increase 

security.   

Weekly Analytic Synopsis Product (WASP) – The WASP provides a general overview of trending 

cyber threats and the increase or decrease in incident reports for known threats.  The contents include a 

summary of incident response within the federal government, specific cyber threats such as malware, 

phishing, and botnets, and other emerging threats as well as tactical indicators for use in computer 

network defense. In addition, the NCCIC offers the Cyber Snapshot, which has the same framework as 

a WASP but may include sensitive and/or classified material. To receive the WASP or Cyber Snapshot, 

please contact NCCIC@hq.dhs.gov. For the classified report, the individual must have a Joint 

Worldwide Intelligence Communication System (JWICS) e-mail and send their full name, 

agency/company name, and the last four digits of their social security number to the e-mail referenced 

above. NCCIC Watch and Warning will then send the applicant’s information for clearance validation 

to ensure they have all compartments at the Sensitive Compartmented Information (SCI) level. 

 

Weekly Digests - Provide documented and categorized cybersecurity incidents, such as malicious 

activity, encountered throughout the civilian federal government. Weekly Digests also contain a list of 

attacking domain/IP addresses and indicators which must remain in U.S. government channels or other 

designated channels outlined in non-disclosure agreements. 

Year in Review - The Year in Review provides information to a global audience involving 

accomplishments, analysis of activity, and publications disseminated within a given year.  
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Information Sharing Programs 

The NCCIC and its DHS partners maintain a number of integrated information sharing initiatives to 

rapidly share information about current cyber activity. CS&C’s Stakeholder Engagement and Cyber 

Infrastructure Resilience (SECIR) division acts as the primary point of engagement and coordination 

for NS/EP communications and cybersecurity initiatives. Through these programs, the NCCIC seeks to 

develop trusted communities among public and private sector entities, enhance collaboration, and build 

threat knowledge. The following sections describe information sharing programs and capabilities. 
 

Cyber Information Sharing and Collaboration Program (CISCP) 

The CISCP supports improvements to the defensive posture of CIKR entities by facilitating the 

exchange of current threats and vulnerabilities affecting both critical infrastructure and government 

sources. The goal of the program is to create an effective information sharing framework among the 

government, Information Sharing and Analysis Centers and related organizations, information and 

communications technology service providers, and their respective critical infrastructure 

owner/operator members and customers.  

 

CISCP participants sign a Cooperative Research and Development Agreement (CRADA), which is the 

main governance vehicle in this program, which also provides the opportunity for physical presence on 

the NCCIC watch floor. Key benefits of using a CRADA include enabling bi-directional data flow that 

protects both entity enterprise networks and customers, ensuring access to all CISCP data, and enabling 

analytical collaboration.  

 

For further information, please email ciscp_coordination@hq.dhs.gov. 
 

 

Enhanced Cybersecurity Services (ECS) 

ECS is a voluntary information sharing program that assists critical infrastructure (CI) owners and 

operators to improve protection of their systems from unauthorized access, exploitation, and data 

exfiltration. ECS protects CI entities, develops threat “indicators,” and has the ability to share these 

sensitive and classified cyber threat indicators with qualified Commercial Services Providers (CSPs). 

 

ECS services are intended to augment, not replace, existing cybersecurity services operated by or 

available to CI entities.  It is important to note that protection of privacy, government intelligence, and 

corporation information is paramount to this voluntary program.  SLTT governments and validated CI 

entities from all CI sectors are eligible to participate in the ECS program. 

 

CSPs are also critical to enhancing cyber defense in the Nation’s critical infrastructure and a vital 

component to the ECS program.  In order to participate in the program, CPSs must meet eligibility 

requirements, vetting criteria, and sign a Memorandum of Agreement (MOA) with DHS. CSPs are also 

responsible for handling, using, and maintaining all sensitive and classified information in accordance 

with defined security requirements.  

 

For more information please visit, http://www.dhs.gov/enhanced-cybersecurity-services.  

 

mailto:ciscp_coordination@hq.dhs.gov
http://www.dhs.gov/enhanced-cybersecurity-services
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Web-based Platform Access 

The NCCIC provides many web-based information sharing compartments within the US-CERT Portal 

to facilitate collaboration. Each compartment has unique content for specific NCCIC partners and 

entities. The following sections indicate what each compartment contains and how to gain access. 

Portal Access  

The NCCIC provides a secure, web-based, collaborative system to share sensitive, cyber-related 

information and news with partners.  The recommended compartments for information sharing are the 

Cobalt and Control System (CS) Compartments, which hold information regarding cyber indicators, 

incidents, and malware digests for critical infrastructure systems. The Cobalt Compartment serves as an 

information hub for enterprise systems security, while the CS Compartment provides material on 

industrial control systems and is limited to control system asset owners/operators.  An individual or 

organization can request access to the Cobalt Compartment by sending an e-mail to 

NCCIC_Partnership@hq.dhs.gov with the subject line as, “Request access to Cobalt Compartment”. To 

access the CS Compartment, send an e-mail to NCCIC_Partnership@hq.dhs.gov with the subject line 

as, “Request access to Control Systems Compartment.”   

In order to qualify for either compartment, requestors must: 

 

 Be a U.S.- based organization; 

 

 Have professionals working in a network defense or cybersecurity incident response role 

within an organization; and 

 

 Be members of international federal cyber incident response teams or non-governmental 

computer network defense organizations. 

 

National Coordinating Center (NCC) for Communications Information Access 

To receive information from the NCC, please e-mail NCCIC@hq.dhs.gov and ask to be added to the 

NCC distribution list. The NCCIC will review and grant access based upon authorization by the NCC 

approval authority. 

 

NCCIC Websites 

The National Cybersecurity and Communications Integration Center  

 http://www.dhs.gov/about-national-cybersecurity-communications-integration-center  

The United States Computer Emergency Readiness Team 

 http://www.us-cert.gov/ 

   The Industrial Control Systems Cyber Emergency Response Team 

 http://ics-cert.us-cert.gov/   

   National Coordinating Center for Communications 

 http://www.dhs.gov/national-coordinating-center-telecommunications  

mailto:NCCIC_Partnership@hq.dhs.gov
mailto:NCCIC_Partnership@hq.dhs.gov
mailto:NCCIC_WatchandWarning@hq.dhs.gov
http://www.dhs.gov/about-national-cybersecurity-communications-integration-center
http://www.us-cert.gov/
http://ics-cert.us-cert.gov/
http://www.dhs.gov/national-coordinating-center-telecommunications
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IV. Technical Assistance, Analysis, and Reporting 
The NCCIC, through its internal components and partners, coordinates situational awareness and cyber 

incident mitigation for current and potential security threats to partners. This section describes the three 

operational components, the NCCIC’s assessment and technical services, and incident reporting. 

 

United States Computer Emergency Readiness Team (US-CERT)  

 

The NCCIC’s United States Computer Emergency Readiness Team (US-CERT), within the 

Department of Homeland Security’s (DHS) Office of Cybersecurity and Communications (CS&C), was 

created in September 2003 to help protect the Nation’s Internet infrastructure by coordinating defense 

against and response to cyber-attacks. US-CERT is responsible for analyzing and reducing cyber 

threats and vulnerabilities, disseminating cyber threat warning information, and coordinating incident 

response activities. As a trusted global leader in cybersecurity, US-CERT builds and leverages 

partnerships to gain knowledge and raise awareness around the clock.  

 

US-CERT has multiple proficiencies to further NCCIC’s vision and mission: 

 

 Subject Matter Experts in IT Network Architectures 

o Networking technologies, malware, digital forensics, enterprise network solutions 

 

 State of the Art Advanced Malware Analysis Center (AMAC) 

o The AMAC provides US-CERT with the capability to collect, analyze, and exchange up-

to-date malware information 24 hours a day. Elements of its operation are: conducting 

advanced automated analysis of malware samples; correlating common characteristics 

across millions of malicious code artifacts; and investigating malware in a safe, secure, 

and contained environment.  

o As of August 27, 2013, AMAC’s Artifact Catalog contains 60,260,134 artifacts. Not all 

artifacts are malware samples, some of them contain links to known sites where malware 

is present or has been present. 

 

 Network, System and Host Analysis on Enterprise Systems 

o Intrusion Detection System (IDS)/ Intrusion Prevention System (IPS) Logs 

o Proxy and Network Infrastructure Logs 

o Network Traffic Analysis 

o Disk and Firmware Images 

 

 Support for Incident Response, Recovery and Future Defense Efforts 
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National Cybersecurity Assessment & Technical Services (NCATS) 

 

The NCATS supports the NCCIC’s mission by leveraging existing “best in breed” cybersecurity 

assessment methodologies, commercial best practices and integration of threat intelligence that enables 

cybersecurity stakeholders with decision making/risk management guidance and recommendations.   

 

NCATS provides an objective third-party perspective on the current cybersecurity posture of the 

stakeholder’s unclassified operational/business networks.  

 

NCATS security services are available at no-cost to stakeholders and can range from one day to two 

weeks depending on the security services required.  Security services currently available are: 

 

• Network Scanning 

• Vulnerability Scanning and Testing 

• Penetration Testing 

• Social Engineering (Phishing) 

• Web Application Scanning and Testing 

• Operating System Scanning 

• Database Scanning 

• Mainframe Assessment 

• Wireless Discovery and Identification 

 

The NCATS team consists of subject matter experts in penetration testing methodology and tactical 

delivery. Team members have extensive experience in current and emerging web applications, 

networks, databases, wireless, mobile computing, cloud security, social engineering, social media and 

intelligence gathering. 

 

Industrial Control Systems Cyber Emergency Response Team (ICS-

CERT) 

 

The NCCIC’s Industrial Control Systems Cyber Emergency Response Team (ICS-CERT), within the 

Department of Homeland Security’s (DHS) Office of Cybersecurity and Communications (CS&C), 

works to reduce risks within and across all critical infrastructure sectors by partnering with law 

enforcement agencies and the intelligence community and coordinating efforts among federal, state, 

local, and tribal governments and control systems owners, operators, and vendors.  

 

Additionally, ICS-CERT collaborates with international and private sector Computer Emergency 

Response Teams (CERTs) to share control systems-related security incidents and mitigation measures. 

The following are the capabilities that ICS-CERT deploys to protect the nation’s CIKR systems: 

 

 ICS Cybersecurity Training 

o Introductory free on-line web-based training courses for Operational Security for Control 

Systems (OPSEC for Control Systems). 
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o Advanced hands-on with a Red Team/Blue Team exercise in an actual control systems 

environment. 

 

 Subject Matter Experts in Industrial Control Systems (ICS) 

o Supervisory Control and Data Acquisition (SCADA), Process Control Systems (PCS), 

Distributed Control Systems (DCS), Remote Terminal Units (RTUs), Human Machine 

Interfaces (HMIs), Programmable Logic Controllers (PLCs). 

 

 Cyber Security Evaluation Tool (CSET) 

o Consistent and repeatable methodology based upon recognized sector-specific standards 

o Free stand-alone software tool for assisting owners of networks and ICS with evaluating 

and strengthening their cybersecurity posture. 

 

 Prioritized & Measurable ICS-CERT Cybersecurity Solutions 

o ICS-CERT utilizes an iterative process of tangible measurements based upon NIST 800-53 

and the Cyber Security Evaluation Tool (CSET) followed by focused mitigations and gap 

analysis, DHS and the company can prioritize resource decisions to invest in areas that 

deliver the highest possible return on investment for both the government and the private 

sector. 

o By leveraging information supplied by Infrastructure Protection’s Homeland Infrastructure 

Threat and Risk Analysis Center (HITRAC), will offer prioritized access to products and 

services designed to be effective across the entire cybersecurity protection spectrum to 

those companies identified as being most critical within their given sector. 

 

 Unique Awareness of Emerging Issues and Threats to Control Systems and Vendor Products 

 

 State of the Art Analysis Capabilities Specific to ICS that enable the following:  

o Malware and Embedded Systems Analysis 

o Patch Testing 

o Consequence Analysis 

 

 Onsite Consultation and Self-Evaluations 

o Helping ICS asset owners take preventative measures necessary to prepare for and protect 

from cyber attacks 

o No cost on-site defense-in-depth cybersecurity strategic analysis of critical infrastructure 

by DHS subject matter experts 

 

 Incident Response Support for ICS-Related Response, Recovery and Future Defense Efforts 
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National Coordinating Center (NCC) for Communications  

 

The National Coordinating Center (NCC) for Communications, within the Department of Homeland 

Security’s (DHS) Office of Cybersecurity and Communications (CS&C), facilitates the exchange 

among government and industry participants regarding vulnerability, threat, intrusion, and anomaly 

information affecting the communications infrastructure. The NCC has numerous capabilities to 

perform its responsibilities within the NCCIC: 

 

 Subject Matter Experts in all Communication Domains 

o Wireless (Cellular, Satellite, Microwave) 

o Wireline (Public Switched Telephone Network, Internet, Signaling Systems, Physical 

Infrastructure) 

 

 Enrollment in Priority Service and Priority Restoration Programs 

o Government Emergency Communications Service (GETS) 

o Wireless Priority Service (WPS) 

o Communications Service Priority (TSP) 

 

 Real-time Access to Telecom/Internet Service Providers During Cyber Events 

 

 Support for Emergency Support Function # 2 (ESF-2) 

o Emergency Response Function for Events Impacting NS/EP Communications 

o Consequence Management support in Collaboration with FEMA 

 

Reporting a Cyber or Communications Incident to the NCCIC 

 

The NCCIC operates 24 hours a day, 7 days a week, 365 days a year, and can be reached at 1-888-282-

0870 or by visiting the reporting web form shown at https://forms.us-cert.gov/report.   
 

When to report an incident:  

If there is a suspected or confirmed cyber or communications event or incident that: 

 Affects core government functions; 

 Affects critical infrastructure functions; 

 Results in a significant loss of data, system availability, or control of systems; or 

 Indicates malicious software is present on critical systems. 

 

What to report (if known): 

 Your name, organization, address, and phone number 

 What organization experienced the incident? 

 Who is the point of contact at the affected entity? 

 Are the affected systems owned by the government or the private sector? 

 What systems have been affected? 

https://forms.us-cert.gov/report


 

 
                                              TLP: GREEN 

 

15 

 
TLP: GREEN 

For Official Use Only//FOUO 

 What are the impacts? 

 What was compromised or disclosed? 

 Is the affected entity requesting federal assistance? 

 How the incident was initially detected or discovered? 

 Who else has been made aware of the incident? 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

US-CERT Reporting 
 

To submit a malware sample, send the sample to the Advanced Malware Analysis Center (AMAC) at 

submit@malware.us-cert.gov. Customers must provide a password-protected .zip file using password 

“infected.” 

 

To report a phishing scheme, please visit http://www.us-cert.gov/report-phishing/and make sure to 

follow the methods of reporting phishing e-mails on the website to ensure security.   

 

ICS-CERT Reporting 

To report a cyber event on control systems/critical infrastructure please call 1-877-776-7585 or e-mail 

ICS-CERT at ics-cert@hq.dhs.gov.   

mailto:submit@malware.us-cert.gov
http://www.us-cert.gov/report-phishing/
mailto:ics-cert@hq.dhs.gov
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To report ICS software vulnerability please visit http://www.kb.cert.org/vuls/html/report-a-

vulnerability/ and fill out the Vulnerability Reporting Form.  Please follow the directions to encrypt to 

the CERT Pretty Good Privacy (PGP) key in order to protect sensitive, non-public vulnerability 

information.  
 

NCC Reporting 

Please contact the NCC to report an incident if an event: 

 

 Affects core government communications functions; 

 Affects critical infrastructure communications functions; or 

 Indicates malicious software is present on critical communications systems. 

 

To contact the NCC Watch, please call 1-703-235-5080 or e-mail NCC@hq.dhs.gov.  If any 

proprietary information is involved, please specify the extent of dissemination of that information.   

 

Multi-State Information Sharing and Analysis Center (MS-ISAC) 

Reporting 

State, local, tribal, or territorial government representatives who believe they are experiencing a cyber 

event can also report to the 24x7 MS-ISAC Security Operations Center at 1-866-787-4722, or can 

submit online by visiting http://msisac.cisecurity.org/about/incidents/ and clicking on the “Report an 

Incident” button. 

 

United States Secret Service (USSS) Electronic Crimes Task Force 

Reporting (ECTF) 

It is the goal of the ECTFs to combine the resources of academia; the private sector; and local, state and 

federal law enforcement agencies to, “prevent, detect and investigate various forms of electronic 

crimes, including potential terrorist attacks against critical infrastructure and financial payment 

systems.”  

The ECTFs focus on several types of investigations to include: network intrusions, hacking attacks, 

phishing schemes, skimming, access device fraud, carding portals, wire fraud, use of malicious 

software and other computer-related offenses.  To report any malicious activities, please visit 

http://www.secretservice.gov/ectf.shtml, and select an ECTF location for event reporting. 

 

 

http://www.kb.cert.org/vuls/html/report-a-vulnerability/
http://www.kb.cert.org/vuls/html/report-a-vulnerability/
mailto:NCC@hq.dhs.gov
http://msisac.cisecurity.org/about/incidents/
http://www.secretservice.gov/ectf.shtml
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Incident Response Contacts 

The following contacts are for the operational components of the NCCIC. The NCCIC will evaluate the 

information you provide and track the incident for appropriate follow-up based on severity.  

 

 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

NCCIC Contact Phone # Email Address

US-CERT 1-888-282-0870 NCCIC@us-cert.gov

ICS-CERT 1-877-776-7585 ICS-CERT@hq.dhs.gov

NCC 1-703-235-5080 NCC@hq.dhs.gov

NCCIC Component Why Government/Industry would call? What is done to help?

US-CERT Examples include: 

-Compromise of enterprise systems

-Malicious software

-Data exfiltration

-DDoS of mission critical systems

-Complex spear phishing

ICS-CERT Examples include:

-Compromise of industrial control 

systems

-Malicious malware

-Data exfiltration

-Exploitation of vulnerabilities

NCC Examples include:

-Mobile malware

-Degradation/denial of communication

  

-Provide mitigation and 

coordination

-Can help provide 

incident response, 

recovery, and future 

defense efforts

-Analyze malware 

malicious files, email, and 

hard drive images

-Send out advisories and 

situation awareness
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V. Assessments, Training, Planning, and Exercises 

The NCCIC plays an active role in the facilitation of various training and operations exercises to build 

the collective knowledgebase of its partners and test integrated operational processes. The following 

section describes the several assessments, training, planning, and exercise mechanisms at the NCCIC. 

 

Assessments 

 
National Cybersecurity Assessment & Technical Services (NCATS) 

NCATS supports the NCCIC mission by leveraging existing “best in breed” cybersecurity assessment 

methodologies, commercial best practices and integrating threat intelligence that enables cybersecurity 

stakeholders with decision making/risk management guidance and recommendations.  NCATS has 

branded this as the “Absolute State of the Hack” mindset and methodology. 

 

NCATS provides an objective third-party perspective on the current cybersecurity posture of the 

stakeholder’s unclassified operational/business networks. 

 

For additional information on NCATS security services, scheduling, timeline and expectations please e-

mail NCATS_Info@hq.dhs.gov. 

 
Cyber Security Evaluation Tool (CSET) Assessment 

The Cyber Security Evaluation Tool (CSET®) is a self-contained software tool which runs on a 

desktop or laptop computer. It evaluates the cybersecurity of an automated, industrial control or 

business system using a hybrid risk and standards-based approach, and provides relevant 

recommendations for improvement.  

 

For all information regarding CSET Assessments please visit  http://ics-cert.us-cert.gov/Assessments. 

This site will give you an overview of the assessment tool, purpose, key benefits, and how to obtain 

CSET.  

 

 

Training 

 
ICS-CERT Training  

To view ICS-CERT training sessions please visit https://ics-cert.us-cert.gov/Calendar which shows the 

schedule of events that may be of interest to control systems security personnel. ICS-CERT also 

provides web-based training for Operational Security for Control Systems located at 

http://opsecics.inl.gov/dhsopsecr01/player.html. 

 

mailto:NCATS_Info@hq.dhs.gov
http://ics-cert.us-cert.gov/Assessments
https://ics-cert.us-cert.gov/Calendar
http://opsecics.inl.gov/dhsopsecr01/player.html
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Additional training focusing on aspects of technical security for the ICS environment can be found on 

the ICS-CERT website at https://ics-cert.us-cert.gov/Training-Available-Through-ICS-CERT. 

 

Texas A&M Engineering Extension Service (TEEX)  

 

The TEEX Cybersecurity online courses are designed to ensure that the privacy, reliability, and 

integrity of the information systems that power our global economy remain intact and secure. These 

DHS/FEMA-certified courses are offered through three discipline-specific tracks targeting general, 

non-technical computer users, technical IT professionals, and business managers and professionals. 

TEEX operates comprehensive cybersecurity training program online, at 

http://www.teexwmdcampus.com/index.k2#.  The online cybersecurity courses are designed to ensure 

the confidentiality; availability and integrity of the information systems that power our global economy. 

All online courses are designed to provide an entry-level understanding of the topics and are designed 

to help students prepare for Advanced Training provided by the National Emergency Response and 

Rescue Training Center (NERRTC) in your jurisdiction. 

 

Federal Virtual Training Environment (FedVTE) [FED ONLY] 

 
The FedVTE content library contains pre-recorded classroom training that users can access anytime, 

anywhere. Audio and video recordings are synchronized with a transcription and instructor slides. If 

users pause or exit, FedVTE will remember where they left off. The new FedVTE is easier to use, has 

new courses and labs, and supports nearly twice as many users. FedVTE is open to military and civilian 

users from across the U.S. federal government. Additional features include:  

  

 550 hours of training, 150 demos, and 3,000+ pieces of content  

 Fast forward, rewind, highlight text, and add personalized notes  

 View and print training certificates and progress reports 

     

To sign up, please visit https://www.fedvte-fsi.gov/Vte.Lms.Web .  If you have additional questions, 

contact the FedVTE help desk at FedVTE-FSIHelp@state.gov . 

 

 

Planning 
 

The NCCIC Operational Planning, Exercise, Training, and Integration Unit (OPETIU) supports the 

development, organization, and execution of cyber and communication incident response capabilities 

across a wide spectrum of potential threats and targets.  OPETIU works with federal, state, and sector 

stakeholders to develop operational planning products.   

 

Key operational planning products include:   

 

 NCCIC Operational Planning Approach  

 Energizer Incident Action Plan 

 Sector Specific Operations Playbooks 

 

https://ics-cert.us-cert.gov/Training-Available-Through-ICS-CERT
http://www.teexwmdcampus.com/index.k2
https://www.fedvte-fsi.gov/Vte.Lms.Web
mailto:FedVTE-FSIHelp@state.gov
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Exercises  
 

Cyber Storm Exercise Series 

 

The Cyber Storm (CS) exercise series supports the preparedness and response goals established in the 

National Strategy to Secure Cyberspace as well as Homeland Security Presidential Directive 8 (HSPD-

8) and is the Department’s flagship national-level cyber exercise. 

 

DHS hosted CS I in 2006, CS II in 2008, and CS III in 2010.  Beginning in November 2011 and 

continuing through 2013, CS IV consists of multiple, targeted building block exercises and involves 

over 1000 worldwide participants representing six Cabinet-level departments, 17 states, 11 

international partners, and more than 30 private sector companies and coordination bodies.   

 

For more information on cyber exercises, contact OPETIU at CEP@hq.dhs.gov. 

 

National and International Exercises  

 

Operational Planning, Exercise, and Training Integration Unit (OPETIU) participates in the planning 

and execution of intra- and inter-agency national-level exercises and provides cyber exercise assistance 

to federal partners when needed.  This planning includes coordination with the Federal Emergency 

Management Agency’s exercise initiatives, the National Level Exercise (NLE) series, and other federal 

exercises, as appropriate. OPETIU was a major contributor to NLE 2012 which highlighted challenges 

in detecting, assessing, and responding to a significant cyber event.  

 

Because cyber threats do not adhere to political or geographical boundaries, OPETIU encourages 

improved international cybersecurity cooperation through bilateral and multi-lateral efforts.  Through 

various DHS international operational and policy initiatives, OPETIU sponsors tabletop exercises and 

workshops to raise awareness and advance global cybersecurity coordination strategies.   

 

State, Local, Tribal, and Territorial Exercises 

 

OPETIU directly supports state, local, tribal, and territorial (SLTT) cyber exercise design, 

development, and conduct. OPETIU’s cyber exercises familiarize SLTT cyber and all-hazards 

stakeholders with the roles, responsibilities, policies, plans and procedures related to cyber incidents.  

In response to SLTT requests, OPETIU provides the cyber exercise direct support as a free service. 

 

Sector Exercises  

 

In support of the private sector, OPETIU has developed an adaptable and scalable Cyber Tabletop 

Exercise Package (CTEP) for, and with, the following sectors: Chemical, Commercial Facilities, 

Critical Manufacturing, and Healthcare and Public Health. 

 

This free package allows private sector planners to produce a high-quality, discussion-based cyber 

exercise that suits their needs.  OPETIU is currently in the process of expanding this CTEP offering. 

 

mailto:CEP@hq.dhs.gov
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VI. Conclusion  
The NCCIC resource guide aims to be a helpful document to highlight the various capabilities and 

offerings that the NCCIC has to offer partners for steady state and cyber incident management needs. 

Please reach out to at any time if you have any questions, concerns, or recommendations. The 

following appendices further highlight and describe the programs we have noted in this document for 

additional clarity.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Can I share this product? 
 
Recipients may share TLP: GREEN information with peers and partner organizations within their sector or 

community, but not via publicly accessible channels. 
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APPENDIX A: NCCIC SUMMARY 
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APPENDIX B: US-CERT SUMMARY 
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APPENDIX C: ICS-CERT SUMMARY 
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APPENDIX D: NCC SUMMARY 
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APPENDIX E: ADVANCED MALWARE ANALYSIS CENTER 

(AMAC) SUMMARY 
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APPENDIX F: NATIONAL CYBERSECURITY ASSESSMENT AND 

TECHNICAL SERVICES (NCATS) SUMMARY 
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APPENDIX G: CYBER RESILIENCE REVIEW SUMMARY  
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APPENDIX H: USSS ELECTRONIC CRIMES TASK 

FORCE (ECTF) SUMMARY 
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