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DATA RETENTION SPECIFICATION 
 
1. Except to the extent prohibited by applicable law, during the Term of this Agreement, 

for each Registered Name sponsored by Registrar within a gTLD, Registrar shall 
collect and securely maintain in its own electronic database (as updated from time to 
time) the data specified below: 

 
1.1. Registrar shall collect the following information from registrants at the time of 

registration of a domain name (a “Registration”) and shall maintain that 
information for the life of the Registration plus two years:   

 
• First and last name or full legal name of registrant;  
• First and last name or, in the event registrant is a legal person, the title of 

the registrant’s administrative contact, technical contact, and billing 
contact; 

• Postal address of registrant, administrative contact, technical contact, and 
billing contact; 

• Email address of registrant, administrative contact, technical contact, and 
billing contact;  

• Telephone contact for registrant, administrative contact, technical contact, 
and billing contact; 

• WHOIS information, as set forth in the WHOIS Specification; 
• Types of services purchased for use in connection with the Registration.  
• Information regarding the means and source of payment reasonably 

necessary for the Registrar to process the Registration transaction, or a 
transaction number provided by a third party payment processor;  

• Log files, billing records, or other records containing communications 
source and destination information, including, depending on the method of 
transmission: (1) Source IP address, HTTP headers, (2) the telephone, text, 
or fax number; (3) email address, Skype handle, or instant messaging 
identifier, associated with communications between Registrar and the 
registrant about the Registration;  

• Log files or other records associated with the Registration containing 
dates, times, and time zones of communications and sessions, including 
initial registration. 

 
2. Registrar shall maintain WHOIS data in accordance with the requirements of the 

WHOIS Accuracy Program, as set forth in the WHOIS Accuracy Program 
Specification.   

 
3. This Specification may be modified by ICANN from time to time after consultation 

with the Registrar Stakeholder Group (or its successor), provided that such updates 
are commercially practical with respect to the registrar industry, taken as a whole. 

 


