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(U) Scope

(U) This Joint Intelligence Bulletin is being disseminated to provide situational
awareness of a radio-controlled improvised explosive device (RCIED) discovered in
Spokane, Washington on 17 January 2011. This information is provided to support the
activities of FBl and DHS and to help federal, state, and local government
counterterrorism and law enforcement officials to develop protective and support
measures relating to this potential method of attack.

IA-0220-11

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//LES) in this document is the property of FBI and may be distributed within the Federal
Government (and its contractors), U.S. intelligence, law enforcement, public safety or protection officials, and individuals with a need to know. Distribution beyond
these entities without FBI authorization is prohibited. Precautions should be taken to ensure this information is stored and/or destroyed in a manner that precludes
unauthorized access. Information bearing the LES caveat may not be used in legal proceedings without first receiving authorization from the originating agency.
[Recipients are prohibited from subsequently posting the information marked LES on a Web site on an unclassified network]

(U) Warning: This product may contain U.S. person information that has been deemed necessary for the intended recipient to understand, assess, or act on the

information provided. U.S. person information is highlighted with the label USPER and should be protected in accordance with constitutional requirements and all
federal and state privacy and civil liberties laws.
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(U//LES) Suspect Arrested in Spokane, Washington

(U/ILES) Kevin William HarphamS"®® was arrested in Colville, Washington by federal
law enforcement on 9 March 2011 in connection with the improvised explosive device
(IED) found along the route of a Martin Luther King, Jr. Day “MLK Unity March” in
Spokane, Washington on 17 January 2011.

(U) Explosive Device Discovered on MLK March Route

(U//LES) On 17 January 2011, three UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE
sanitation workers in Spokane, :
Washington discovered a Swiss Army
backpack containing an RCIED'
immediately prior to the Martin Luther
King, Jr. Day “MLK Unity March.” The
device was placed along the parade route.
Based on preliminary forensic
examinations, we assess with medium
confidence" that the IED was designed to
fire directional fragmentation similar to a
single shot shotgun with buckshot or
cannon with a grapeshot round." We
likewise assess that the device was viable
and could have caused personal injury or

'Iiz >
(U/ILES) Figure 1. Backpack containing
death. explosive device.

(U//LES) Although the use of a radio-controlled trigger suggests the bomb maker
possesses a greater degree of knowledge and skill than the typical pipe bomb builder,
the device incorporated components that are commonly available in the United States
and relied on techniques published in open sources. Preliminary technical analysis of
the device’s construction indicates that fishing weights coated in rat poison were
intended as directional shrapnel to create an anti-personnel device similar to a shotgun.

'(U//FOUO) An RCIED is an IED initiated electronically in a wireless method consisting of a transmitter
_and receiver, such as a personal mobile radio (PMR), cellular telephone, cordless telephone, etc.

" (U//FOUO) High Confidence generally indicates that judgments are based on high-quality information
from multiple sources or from a single highly reliable source, and/or that the nature of the issues makes it
possible to render a solid judgment. Medium Confidence generally means that the information is
credibly sourced and plausible, but can be interpreted in various ways, or is not of sufficient quality or
corroborated sufficiently to warrant a higher level of confidence. Low Confidence generally means that
the information’s credibility and/or plausibility is questionable, the information is too fragmented or
poorly corroborated to make solid analytic inferences, or that FBI and DHS has significant concerns or
problems with the sources.

(U) A grapeshot is a small shot (usually about golf ball size) of loosely packed slugs fired from a cannon
to create a massive anti-personnel shotgun effect. Grapeshot can also be comprised from chain links,
shards of glass, or pebbles (The Diagram Group. “New Weapons of the World Encyclopedia,” 2007,
page 340, St. Martins Press, NY).
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(U//LES) RCIED Viable, Constructed With Common Components

(U//LES) Preliminary examination of the UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE
device indicates the device was viable, but ~_ S

it did not receive the initiation signal from - <
the transmitter. However, it has not been
determined whether initiation of the device
was attempted. Personal injuries most
likely would have occurred in areas of
close proximity to the explosion. The
components used to construct the device
are relatively common in IEDs exploited by
the FBI and are readily available in the
United States—including car alarms, &

. . . e ———
batteries, black powder, lead fishing (U/ILES) Figure 2. Steel pipe in main charge
weights, and steel pipe. assembly.

— (U/ILES) The main charge assembly consisted of a steel pipe with a hole drilled
at its base (see Fig. 2). The pipe was welded to a roughly cut steel plate.
The main charge was chemically identified as low explosive black powder, which
was contained in a plastic bag and further contained in a white polyvinyl chloride
(PVC) pipe. All of these components are commonly used in pipe bombs.

— (U/ILES) While not yet confirmed, the initiator appears similar to a rocket motor
igniter (RMI). An RMI was used in a crude IED carried by a lone individual who
took hostages and threatened employees in the Discovery Channel Building in
Silver Spring, Maryland on 1 September 2010.

— (U/ILES) The device incorporated a car alarm receiver designed to receive the
signal from a matching transmitter held by the perpetrator(s), which has not yet
been identified or recovered. The use of car alarms in RCIEDs is not unique.

— (U/ILES) The black powder charge UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE
was intended to propel lead fishing
weights as shrapnel (see Fig 3).
Lead weights and ball bearings are
commonly used in pipe bombs as
shrapnel, and their use is discussed
in several violent extremist
publications. The lead weights were
covered in a green substance, which
chemical examination confirmed as
containing brodifacoum, one of
Se\_/eral active ingredients in rat . (U//ILES) Figure 3. Lead fishing weights
poison. Due to the presence of this coated with rat poison.
particular ingredient in numerous
types of rat poison, the particular brand cannot be determined.

— (U/ILES) The entire pipe IED assembly was contained within an open-ended
plywood box wrapped in several t-shirts, which in turn were wrapped several
times with tape. This bundle was concealed in the backpack.
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(U//LES) Low Overall Level of Sophistication

(U//LES) The use of a car alarm receiver to initiate the device may indicate that the
bomb maker possesses a higher degree of knowledge and skill than the typical domestic
pipe bomb builder, as devices found in the United States typically do not exhibit such
construction and a working knowledge of electronic circuitry. FBI and DHS assess the
designer/builder of the device could have acquired the necessary knowledge to build the
electronic initiator through open sources.

— (U/ILES) Information regarding the use of car alarms in IEDs can be found in
open sources and an individual with a moderate knowledge of electronics could
likely determine the connections necessary to build such a device.

— (U//ILES) According to open source reporting, the use of rat poison in an
explosive device has previously been associated with Palestinian suicide
bombers in the Middle East, who appear to believe the substance, as an
anticoagulant, would cause a higher rate of casualties. It is unclear, however,
whether the substance would have been incinerated, and therefore neutralized,
had the device detonated.

(U) Reporting Notice

(U) FBI and DHS encourage recipients of this document to report information concerning suspicious or
criminal activity to the local FBI Joint Terrorism Task Force and the State and Major Urban Area Fusion
Center. The FBI's 24/7 Strategic Information and Operations Center can be reached by telephone number
(202) 323-3300 or by email at SIOC@ic.fbi.gov. The DHS National Operations Center (NOC) can be
reached by telephone at (202) 282-9685 or by email at NOC.Fusion@dhs.gov. FBI regional phone numbers
can be found online at http://www.fbi.gov/contact/fo/fo.htm and Fusion Center information may be obtained
at http://www.dhs.gov/files/resources/editorial_0306.shtm. For information affecting the private sector and
critical infrastructure, contact the National Infrastructure Coordinating Center (NICC), a sub-element of the
NOC. The NICC can be reached by telephone at (202) 282-9201 or by email at NICC@dhs.gov. When
available, each report submitted should include the date, time, location, type of activity, number of people
and type of equipment used for the activity, the name of the submitting company or organization, and a
designated point of contact.

(U) Administrative Note: Law Enforcement Response

(U//LES) The information marked (U//LES) in this document is the property of FBI and may be distributed
within the Federal Government (and its contractors), U.S. intelligence, law enforcement, public safety or
protection officials, and individuals with a need to know. Distribution beyond these entities without FBI
authorization is prohibited. Precautions should be taken to ensure this information is stored and/or
destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be
used in legal proceedings without first receiving authorization from the originating agency.

(U) For comments or questions related to the content or dissemination of this document, please contact the
FBI Counterterrorism Analysis Section at (202) 324-3000 or FBI_CTAS@ic.fbi.gov, or I&A Production
Branch staff at IA.PM@hq.dhs.gov.

(U) I&A would like to invite you to participate in a brief customer feedback survey regarding this product.

Your feedback is extremely important to our efforts to improve the quality and impact of our products on your
mission. Please click below to access the form and then follow a few simple steps to complete and submit

your response. Thank you.

(U) Tracked by: HSEC-8.1, HSEC-8.3.1, HSEC-10.3.1, HSEC-10.4.2.21
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CLASSIFICATION: UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE

Office of Intelligence and Analysis
I&A Customer Survey

Product Title: (U//LES) Arrest of Suspect in Connection with Viable Improvised Explosive Device Found in Spokane, Washingtot

1. Please select the partner type that best describes your organization. BSEEIell:!

2. How did you use this product in support of your mission?

[ Integrated into one of my own organization’s finished information or intelligence products
[] Shared contents with federal or DHS component partners
If so, which partners?
[J Shared contents with state and local partners
If so, which partners?
[ Shared contents with private sector partners
If so, which partners?
[J Other (please specify)

3. Please rank this product's relevance to your mission. (Please portion mark comments.)

O Critical

O Very important

O Somewhat important
O Not important

O N/A

4. How could this product or service be improved to increase its value to your mission? (Please portion mark comments.)

5. Was this product provided to you in response to a specific request to DHS I&A? ® Yes

6. Please rate your satisfaction with each of the following:

Very Somewhat Somewhat Very
Satisfied Satisfied Dissatisfied Dissatisfied N/A

Timeliness of product

or support b O O O O O
Responsiveness to your

intelligence needs O O O O O

If you answered yes to
question 5, please rate your

satisfaction with DHS |&A’s O O O O O

communication during the
processing of your request

To help us understand more about your organization so we can better tailor future products, please provide:
Your Name and Position

Your Organization

Your Contact Number or Email

D
CLASSIFICATION: UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE

Submit
Feedback
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Paperwork Reduction Act Compliance Statement

Legal Significance of Office of Management and Budget Control Number: Your response to this feedback request is
completely voluntary. The Paperwork Reduction Act requires that the Department of Homeland Security notify
respondents that no person is required to respond to the collection of information unless it displays a currently valid
OMB control number.

Privacy Act Statement: DHS’s Use of Your Information

Principal Purposes: When you provide feedback on an Intelligence and Analysis (I&A) intelligence product, DHS collects
your name, position, contact information, and the organization you are representing. We use this information to contact
you if we have additional questions about the feedback and to identify trends, if any, in the feedback that you and your

organization provide.

Routine Uses and Sharing: In general, DHS will not use this information for any purpose other than the Principal
Purposes, and will not share this information within or outside the agency. Aggregate feedback data may be shared
within and outside DHS but without including the contact information. In certain circumstances, DHS may share this
information on a case-by-case basis as required by law or necessary for a specific purpose, as described in the DHS
Mailing and Other Lists System of Records Notice, DHS/ALL-002 (73 FR 71659).

DHS Authority to Collect This Information: DHS requests that you voluntarily submit this information under its
following authorities: 5 U.S.C. 301; the Federal Records Act, 44 U.S.C. 3101.

Effects of Not Providing Information: You may opt not to provide the requested information or to provide only some of
the information DHS requests. However, if you choose to provide any feedback information, you must provide a
classification level as requested on this form. If you opt not to provide some or all of the requested information, DHS
will not be able to contact you to fully address your feedback and any additional information needs.

Accessing and Correcting Information: If you need to access or correct the information collected on this form, you
should send an email to ia.feedback@dhs.gov. You may also direct your request in writing to the appropriate FOIA
Officer, whose contact information can be found at http://www.dhs.gov/foia under “contacts.” Additional instructions
are available at that website and in the DHS/ALL-002 System of Records Notice, referenced above.

Return to Form
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