Universal Face Workstation

INEXYT € 3ENERATION IDENTIEICATION

Implementing the future of
identification & investigative services
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UFW Objectives

» Plan, design, prototype and demonstrate a face workstation
which can be freely deployed by the FBI

» Develop services which can be carried over to NGl Increment 4
HMI for face search processing

» Design user interface specifically for face examiners
» Permit examiners to:
» Acquire, analyze and enhance images
» Select sub-frames or sub-images areas for further analysis
» Submit files to local and remote matching systems
» Review, store and match search results



FBI user software to support
access to NGl Face Pilot and
NGI System face search
capabilities

Search preparation, submission,
and candidate list review

Cross Platform (Windows, OSX,
Linux)

Built on open source frameworks

Extensive support for user
developed plugins

Available for authorized Law
Enforcement use free of charge
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UFW Software

Features & Capabilities




» Detects and clusters faces across videos and images

» Detects events and objects of interest in media
sources, including loud noises, movement and skin

» Interface for analyzing and managing images and
clusters

» Scalable solution — can deploy on a single local
machine as well as distributed across a cluster of
servers



UFW Capabilities

» Extract face images from media/storage devices
» Enhance face images and prepare search TOTs
» Submit face search TOTs to FBI face pilot

» Receive and review candidates in response TOTs
» Request additional images based on FNU/UCN
» Generate reports based on candidate review

» Provide Transaction and Case Management
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Image Enhancement

» Requirements gathered with user community
has indicated several critical image
' enhancements are effective for image
\ enhancement and related face comparison/

» Rotate » Unsharp Mask

»Scale » Blur

»Shadow » Pixel Calibration

» Highlight » Auto Eye Detection
» Auto Levels » Flip
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Description

UFW System Requirements

Deployment Model

In this model, the Workstation software is installed on

multiple desktop/laptop systems in the office. All
workstations will depend on a single instance of the Server
software that is typically installed on a physically secure
server.

Minimum Wnrk;iutinn Requirements (UFW)

A complete installation of Workstation and Server intended
for users who need the whole system on their laptop.

Operating System Windows 7/ CentOS or RHEL 5.6 (or greater) /Mac OS X (10.4 or greater)

CPU 2 GHz or faster 32-bit (IA-32) or 64-bit (x86-64) (recommended) processor

Memory 4GB 2 GB (2.5 GB for Windows 7)

Hard Drive Space 1 GB of available space (does not include storage of face or 500 MB of available space (does not include storage of face
case data) or case data)

Graphics Hardware Graphics cards supporting Java 3D 1.5.1

Network Connection to CJIS WAN Network connectivity to BIP server

Dperating_'éyst&m
CPU

Memory
Hard Drive Space

Minimum Server Requirements (BIP)

CentOS / RHEL (6.0 or greater)’
2GHz 64-bit (x86-64) processor
4GB

1 GB available (does not include storage of face or case data)

N/A [

Graphics processors suEEgrtirr——___El.jr@:Kl_l{remrmmdem
Connection to CJIS WAN




Basic UFW/BIP Installation

UFW Clients BIP Server IPSFRP/NGI Inc 4
Face Repository

Location Determined State/Agency FBI CJIS Division
by State/Agency




Biometric Integration Platform (BIP)

» Transaction and Case » Application server
Management » Admin console web
» Message processing application
» Correlation » Integration node
» Routing » Cross-agency
» Format conversion collaboration

»Large scale deployments » Integration with back-
end systems
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Integration/Installation/Requirements
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Report Generation

O guTmias » Reports generated in
— = i - PDF format
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B | » Reports can be
customized

» Based on XML
templates

» Templates can be
created/modified
external to UFW in
word processors
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1 : Many Comparison

Grid Grid
Gphm! Fih.'rl
Sy F i Wty W e Ty Ny -
] <T.l ] - &3 L] = o
e Chpmgen s L. 1
'--il gan -.u ..l -.i.-l- ;.ll was go --I-I 4_11
. E——

on
N

(- Navigate to 1:1

-
W —

Complete

Analysis

e

MNavigate to 1:1

Consideration
Panel




Editor/Viewer
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@ Pixels () Percent

“ﬁurrently Implemented:

Width: 480
» Resize - =
} ROtatE Maintain Aspect Ratio

» Unsharp Mask (sharpening)
» Gaussian Blur

» Histogram Equalization

» Future Release:

» Crop
» Flip
» Feature Markup

Sigma (pixels) 1
-
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