
An Information Needs Review

Identifying Homegrown 
Violent Extremists Before 
They Strike

UNCLASSIFIED//FOR OFFICIAL USE ONLY

UNCLASSIFIED//FOR OFFICIAL USE ONLY



Indicators of Possible Terrorist Activity

• New or increased advocacy of violence including 
providing material support or recruiting others to 
commit criminal acts.

• Adoption of new life styles and segregation from 
normal peer and family groups in association with 
advocating criminal or terrorist activity.

 
• The adoption of a new name.

• Behavior that could indicate participation in surveillance of potential 
targets.

• Acquisition of excessive quantities of weapons or materials that 
could be used to produce explosives such as ammonium 
nitrate-based fertilizers or hydrogen peroxide.

• Travel to or interest in traveling overseas to attend violent extremist 
institutions or paramilitary training camps.

• New or increased interest in Websites and reading materials that 
advocate violence and then initiating action in support of this activity.

• New or increased interest in critical infrastructure locations and 
landmarks, including obtaining aerial views of these locations.

Any reporting should include all of the 
information that factored into the decision to 
report the activities.

Identifying Homegrown Violent 
Extremists Before They Strike 

An Information Needs Review

The attempted bombing in Times Square on 1 May 2010 highlights the 
need to identify Homegrown Violent Extremists before they carry out a 
terrorist act.  The ability of the bomber to operate under the radar 
demonstrates the difficulties associated with identifying terrorist activity 
and reinforces the need for law enforcement, at all levels, to be vigilant 

and identify individuals who are planning violence or 
other illegal activities in support of terrorism.

A list of activities that might warrant reporting 
are listed below.  Any one of these indicators of 
possible terrorist activity may be insignificant 
on its own, but when occurring with other 
indicators, particularly advocacy of violence, 

may provide a basis for reporting.  In the 
course of official activities, and to the extent 

permitted by law, agencies are encouraged to 
forward to State and Local Fusion Centers, Joint Task 

Forces, and FBI Field Offices information on entities that are planning or 
committing acts of a suspicious nature, criminal or otherwise, that may 
indicate a potential threat to U.S. interests and warrant further 
investigation.  This information should not be collected solely on First 
Amendment protected activities or on the basis of any racial, ethnic, 

religious, or other profile.
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Note:  DHS, FBI, and NCTC are not advocating interference with the rights of 
law-abiding citizens.  There may be a legitimate reason why some of the 
indicators described in this document are present; it is up to you to determine 
when that is not the case.  If you observe suspicious activities that warrant 
the attention of federal law enforcement entities, please contact your nearest 
State and Local Fusion Center and your local FBI Field Office or Joint 
Terrorism Task Force.  

For a listing of information needs related to terrorism and Homegrown Violent 
Extremist radicalization, please see the following websites to view the 
Intelligence Community coordinated Terrorism Information Needs (TINs) and 
FBI and DHS reporting guidance:

On HSIN/HSLIC the TINs can be found at:  
https://hsin-intel.dhs.gov/member/libraryV3/index.cfm

The TINs are incorporated into the 2010 version of the DHS Standing 
Information Needs (SINs), expected to be published by 1 September  2010.  
The integration of the TINs into the DHS SINs allows for one mechanism for 
reporting to reduce confusion regarding separate federal agency reporting 
channels.

On LEO the TINs can be found at: 
https://www.leo.gov/http://leowcs.leopriv.gov/lesig/ciso/private/#terrorism_
info_needs

This document has been prepared by DHS, NCTC, and FBI.  It is designed to 
assist partner agencies to better focus information sharing.  It is not a tasking 
document and does not confer additional authorities to any recipient.  Logical 
U.S. federal, state, local and tribal law enforcement agencies with intelligence 
sharing capabilities are requested to give due consideration to the 
statements herein, consistent with their mission, jurisdiction and existing 
legal authorities.
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