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(U) Suspicious Activity Reporting (SAR): Theft/Loss/Diversion

{U#FOUOC) Terronsts may attempt to steal or divert precursor

matenals, uniforms, identification, biusprints, documents, access Uy Mgl!mm SAR inltzative Definition
cards, facility vehicles, or other items-——possibly with the help of —————
knowledgeable insiders—for use in pre-operational planning or R S S G ot
attacks. Emilio Suarez Trashorras, a Spanish national convicted for .0 b, e, Kt

his role in the 2004 Madnd train bombings, stole the explosives usad EMEQENCY vaicies, technaioqy or
in the attack and the vehicles used o transport the explosives from a mi”m g& ARE—
nEning company where he worked. ot midesis g

{UWHFOUD) The following SAR incidents from the Nationwide SAR
Initiative (NSI} shared space demonstrate types of behavior
terrorists might exhibit during the preoperational stage of
attacks. Although none were linked to terrorist activity, they are
cited as relevant examples for awareness and training purposes:

— {U) Anindividual approached a fransit authority secunty
officer on & rail platform to report a fight in progress. No fight

{U} Stoles vams ased 1 tranupost suglishes

was found, bat the individual continued to engage the in Sun 2004 Martsld homblug.
sacurity officer with questions, then seized a set of transit g;). Hm; ;R'fn Functional Standard v 15
fioar . . s 28 official documentation
keys from the nfﬁcfa-r s pocket and fied. Efforts to apprehend o
the offender were unsuccessful, m“ s '& nwmaiuulqlsmm mmm“,
i ) raiated to ferroriam oc other crimmal
— {U} A powder company that supplies explosives o the activity.

mining and construction industries reported in 2011 that the
focks to an explosives magazine were cut ovemight, and numerous items were stolen, including
three 50-Ib bags of ammonium nitrate fusl oil, one case of emulsion explesive, two cases of cast
boosters, and three 1,000-foot rolls of delonation cord.

{U} Poasibie indicators of Pre-Operationst TheftLoss/Divecaion:

{USFCUD} The foliowdng acthvities can indicate emonts 1o Tiagaiy oblain matenals for use In terronst pre-oparational planning or aanXs.
Msam%mmsmmymmgma Care shouls be (aken % Jistnguish crimes of
oppotunily from thoss temonst Depending comiaxt, thed, doss, or dhversion Dolverds should te
Wbmm%mutmmsﬁ%

— {LWFCLU0G Thel of cherreals, Nazandious , WBIDONE, Wmm@ﬂ&wwﬁsmmmvm
éeam.aamaswmﬁﬁammwm vehities (or comporents), $20hn0logy, Of 300855 KEYS O CArds. Y

—  {(WFCU0; Reosipt, Iranster, or debvery of any of the above without iegitimale reason, necessary Kentlication, o
suthorzation.
— {(LIFCUO} A patlem of losses of imeguianiies in facitly invertiary Indicaling sensifive materials have been misdirected or are

—  {UWFCUO} Employess aho requisition extra uriforms, equipmend, o afher propretary of sensiive matenals,
gﬂormm«emtrwm without authorization.

{USFOUO) First Mnm mmpmtoumaSAle&E&ARmﬂmmmm
cuwmhmuﬁut w&ﬂ behavior cbesrved is not innoosnt, but rather reasonably
mmuormmmmtymm sviisnce of pre-operaliona! planning related to terroriam.

sihnicity, nationat mmmmmmmum factors that cresfe susplicion {aifhough thees
mmmmwwmcmmmm;

QU‘ ‘mmmu@mmﬁmm&mm&m@mn& it ks part of 3 seres Dased on SAR intended 10 heip identty and
mﬁm’g

OF aciyiies thal, in some Cases, cowd consiiule preparaions Sor teeronst attacks.
iA-0018-13
Uy Wwwm«wmmm)ﬂﬁwmwmu ipdecy Yvast A ¢asd Conetuaitn Cros, the FEY Diockcata of Suksdemons
e Afwagency Thoal Assqaaimant ind Coordisation Grosyy Thisage Crinwe Pruseeon arsd SHBaMCH Costor e 0% 1600 {0 A Contor mﬁmwnmw
sist Rafond, skif, 1001 (000 TN, S0d (rAES 10008 B3t FESD0AZN it PRl oSG eVt AvesTRng O FDPOINSG 85, Auranist alteciks Bpaiel e Linded St

MWMI&EC}MIWWMD}W Stralegks infealruohee Thiew! Sranck; IWMMWNWMW an e Madosed
Frofeclyae s Frograms Directvess O of inbeadusiue Frodectioe.
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