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(U//IFOUQ) Suspicious Activity Reporting (SAR): Eliciting
Information

(UFOUO) Teamorsts or criminals may attempt to identify criical infrastructure vulnerabilities by
eliciting information pertaining to operational and security proceduras from security personnel,
facility employees, and their associates. Persistent, infrusive, or probing questions about
security, operations or other sensithve aspects of a facility by individuals with no apparent need for
the information could provide early waming of a potential attack. Motable examples of suspicious
elicitation:

— {URFC'UD} hh'!p" 2011: A gas station E_ﬁEF'IdEI"It (UNFOUD) Mationwide SAR
asked an employee of a nearby chemical Initiative (N5I) definition of
manufacturing plant a series of questions about the Eliciting Information: Questioning
types of chemicals produced at the plant, whether individuals 3t a level beyond mere
any were explosive, and whether employees were E“J"";:I“_!l' Mmﬁm{m facets of a
allowed to take chemicals home. The attendant o “;”'T’:f b
also asked if the plant employes worked with etc., that woukd arouse suspicion n
chemicals, whether certain chemicals become a reasonable person.
explosive when combined, and whether the plant
was hiring.

— (UNFOUO)Y February 2011: An individual asked a security officer at a train station about
station security practices including shift times and changes for security personnel, the
number of guards on duty, location of the secunty company, and whether security
continues after midnight. He alzo asked if the security officer had a key to the electrical
room, contact instructions for securty personnel in the event of an emergency, the time
most people exit trains, and the purpose of Ylittle black balls” (closed-circuit cameras)
mounted at points arcund the station.

(U} Possible Indicators of Suspicious Elicitation

[WFOUD) The following activities can indicate efforts to elicit sensitive nformation for potentially malicious
purposes. Depending on the context—time, location, personal behawiors, and other indicators—suspiciows
inguiries should be reported to appropriate authonties:

— (UIFOUD) Inquiries by individuals with no need for the information about a facilitys specific security
procedures and personnel, including schedules for shift changes, variations in levels of securnity
activity, entry points, types of locks, or the accreditation required to access the faclity.

— [(WFOUO) CQuestions by individuals lacking proper credentials about policies or procedures that
would provide insight into a facility's operations.

— [(WFOUO) Persons without 3 need fo know seeking knowledge about evacuation procedures,
response Gmes and rovtes, and procedures used by emergency response personnel.

—  [(WFOUO}) Mersous or unusual behaviors by individuals asking probing questions, such as refusing

requests for identfication and becoming agitated when questions are not answered to their
catisfaction.

{U) This report Is dertved In part from Informiabion reported under the MS1. This report Is part of 3 series based on SAR Intended
to help Idenitty and encourage reporting of activiies that, in some cases, could corstiute preparations for termorst attacks.
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