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in Coliaboration with the ITACG

(U) Suspicious Activity Reporting (SAR): Recruiting

{UFOU0) Terrorists are attempting to recrut new members in the United States and overseas to support their
operations, obtain funding, and conduct terrorist attacks. For example, in May 2012, Marfland-based Mohammad
Hassan Khaiid"*** pled guity to attempting to use the Intemet to recruit individuals who had the abiity to fravel to
and around Europe to conduct terrorist acts, in addition to
providing logistical and financial support to terrorists. In prior {U) Nabonwide SAR initiative (NSI}

cases of recruitment, indviduals who were willing to participate in Definition of Recruiting: Euliding opecations
terrorist acts became invoived with known and suspected terrorists, | 183Ms and contacts, personne! data, banking
participated in paramilitary training abroad, or tried fo acquire smai | 0313, O ravei data.

arms and buid expiosives. {U) Note: The Functional Standard v 1.5
 oefines SAR as “official documentation of

{UNfFOUO)} The following SAR incident from the NSI shared observed :g;v!or reasonably mgm‘fﬁd

space is an example of an individual being recruited to Pre-opeda pianning related

commit violence. The example is provided for situational terrortam or other criminal activity.”

awareness and training:

— {UNFQUC) Anindividual contacted the police fo report being approached by two sublects about
supplying firearms and participating in an attack on a miitary installation. The subjects were aested
and charged with conspiracy to murder officers and employees of the US Government after being
observed conducting surveillance of targets, testing security, and acguiing weapons for the attack. One
of the subjects pled guilty to the charges and is awaiting sentencing.

(U} Past Activitles Observed In indiviouats Recrutted to Participate In Terrorism

{USFOUOCY Stuttes of teeTonist actors have identiNed particuiar behaviors that have been cbserved In hdviduals voinerabie to
recruitment of who have been recrulied, and were Teady to commit acks of violence. Any one of these 3cihvities may be
insignincant on fs own, but when obsarved In combination with ofher prior observed behaviors—particulany asvocacy of
vicience—may consdiiute a basis for reporting.

— [UNFOUOY Acceptance of viclence 35 3 iegitimate form of poltical activily, expressad wilihgness o commit acts of
vislence, of ciose 3s50ci3tion wih dhiduals T Qrouns suspected of viokent extremism.

— {UNFOUC) Communication with vickent extramists, stther through direct contact of Virtually, of actve participation in
viclent extremist biogs, chat rooms, and DassWOTd-protectad Wab sies.

—  [UFOUOC) interestin paramiitary and explosives training of reconnaissance and survelilance activities In a manner
1easonably indicative of pre-operational planning.

—  {UHFOUO) Possession of eraturs written by and 10r vioient extremist Qroups on temonst lechniques, instuging the
usa of expiosivES, DOISONS, TIrBarMs and P2avy Weapons (When combined with other prior cbsarved Denavioes)

—  [IFOUOY involvament by indiduals—anc otheraise never comimitted 3 coime—in thelt, faud, and fegal activities
- o fund temroatst causes.

fUUFOUO} in acaition, mm«mnMMtomammwm lnacﬂsaﬂiotmceoc:emfmshmne
repocied B authonties.

{UIIFOUO} These igentiNed acirvities have been obesrved in cases of mobiiization to viclance, but are not a concrete
‘formuta for predicting Hiegal activity. mtmmmmmmmmmmmnmmse-
smmmmhmammmwm rce agency’s suapicion that the behavior
observed is not innocent. but rather ressonably indicative of criminal activity associated with terrorism, inciuding
ﬁ%@ﬁﬂy&m&%ﬂgmmm Race, sthaicity, m«m«mww
conaldered factors create sus, {aithough these factore be used as fic descriptions}.
oﬂsmmmmmmm%mmmmmmmm rmwmnmm
mmmmuhowmmmmmmntnumﬁommmmmmmnmthm

{U} This rapor is ovtvad in part from irformaton Teporiad under e NSL It Is part of 3 senes based tn SAR irfented 10 help identty
g eNnCOUrage TRDOANG Of aciiviZes hat, in some C35es, could consttite preparations for lemuast attacks.
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