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(U) Suspicious Activity Reporting (SAR): Photography

{UHFOUQ) Terorists and criminals may use photos or videos of potential targets to gain insight into
security operations and details of facility operations, including traffic flow through and around facilities,
opening times, and access requirements. in iate 2000 and early 2001, convicted al-Qa‘ida operative
Dhiren Barot took extensive video footage and numerous photographs of sites in downtown New York
City and Washington, DC in preparation for planned attacks. Photographs and video useful in
planning an attack may include facility security devicas T =

{suweii’?énm cameras?secu:iiy !ock:y metal dZtec!ms, jersey ] A e omha ot wotgraiy
walls and planters); security personnel; facility entrances and | {U} Taking pictures or video of faciities,
exifls: and che;' features such as lighting, access routes, m&m ?r:mm
gates, roads, walkways, and bridges. person

{UIFOUO} The following SAR incidents reported to the
Nationwide SAR Initiative (NSI) shared space
demonstrate types of suspicious photography and i =
videography consistent with pre-operational activity and Sk ' .muuasmﬁn
attack planning. Although none were ultimately linked to w Phohmphsfrmn Barot's 2000-
terrorist activity, they are cited as examples for 2001 casing of New York City.

awareness and training purposes: (U} Note: The Functi Standird v 1.5

— {UIFOUQ) An individual took photographs of g‘eﬁnﬁSARas “official documentation
e o S e TS | e ot ool i
¥s e s = ‘ Y related to terrorism or other criminal
approach at an aviation facility. activity.”

— (UNFOUQ) An individual was encountered videotaping in a well-known retail compiex while in
the garage. The individual had video of the building’s ventilating system. The individual was
arrested when he returned to the area after having been directed to leave.

— (UHFOUQ) An individual took photos and video in a3 mall while holding the phone close to his
body at waist level. The photographs and video foolage included the mall storefronts, upper
mall structures, bridges, exit doors, and closed-circuit television cameras.

{UIFOUD) Indicators of Potentially Suspicious Photography
{WFOUC) The followeng activites are consistent with suspicious photography. Although a single indicator may not be
suspicicus, one of moee in combinafion may signify suspicious activity:
— {WIFOUCY Photography or videograpiy focused on securdty features, including cameras, security
— {(UIFOUQ) Repeated wvisits by the same individual{s} taking photegraphs or video of vuinerable features, or
securily features of criical nfrastructura.
— {UNFOUQ) Individua's encountered with photographs of erifical infrastruciure, iconic buildings, or cther sites
not of tourist interest
{UNFOUQ} First Amendment-protected aclivities should not be reported in 3 SAR or ISE-SAR absent
articulable facts and circumstances that support the source agency’s suspicion that the behavior observed is
not innocent, but rather reasonably indicative of criminal activity associated with terrorism, including
evidence of pre-operational planning related to terrorism. Race, ethnicity, national origin, or religious
affiliation should not be considered as factors that create suspicion {although these factors may be used in
specific suspect descriptions).
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ardd encourags reparting of acthdbies that. in some cases, could consiihule preparations for terorst 35acks.
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