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{U) Suspicious Activity Reporting (SAR): Observation/Surveillance

{UFOUO) Temorists often conduct physical surveillancs to
identfy suitable targets, determine vuinerabilities, plan attack
methods, or assess the target's secunty posture. in March
2010, David Coleman Headley"™ ™" pled guilty for his role in the
November 2008 terronist attacks in Mumbai, India by
conducting video and photographic surveillance of potential

{U) Natlonwide SAR Initiative (N8I} Definition
of Observation/Surveiliance: Demonsirating
unusual interest In faclities, bulldngs, o
infrastruciure beyond mers Casual of professional
{&.g engneers) interest such hat 3 reasonalie
person would consider the acthity suspicious.
Exampdes inciude obsenving Mrough binocuiars,

targets, as well as later surveilling Danish newspaper offices—
the target of ancther attack plot.

{(U/fFOUO) The following SAR incidents from the NSI
shared space demonstrate types of behavior terrorists
might exhibit during planning or actual attacks. Although
none were linked to terrorist activity, we consider the
examples relevant for situational awareness and training:

— {UIFOUQO} A city utility company reported suspicious
surveillance activity at a hydroelectric plant. On six
occasions within a three-day penod, two vehicles of
the same color, make, and model (but with different
ficense plate numbers) were observed traveling slowly
on the road adjacent to the piant, stopping at specific

taking motes, and attemnpting to measure
distances.

pnomorwmmmum

posts on the property, turning around, and slowty Mumbal. Above is 3 photo taken of
returning in the other direction. the hotel during the 2008 aftack.

— {UI/FOUQ} A prominent hotel in a3 major metropoiitan f,‘{’nm"":’,‘ Qﬁmm of
area reported a male and a female photographing the | obsarved behavior reasonably indicative of
hotel entrances from a vehicle with Canadian license pre-operational planning ¢ to terrorism
plates. Security camera footage showed the vehicle of other criminal activity.™

moved at least twice to different locations around the

hote! while the passenger took photos of the hotal and sumounding restaurants and the dnver wrote
on a clipboard. No additional information regarding this incident is available.

{U} Possibis indicators of Observation/Survelliance

{USFOUQT The foitowing may indicate suspicious obsenvalioniswrveliance acivily and should de repociad 10 appropnate
authorties, tart context iEme, iocation, persond behaviors, and other haicators) should be carsfully considersd to nule out
legtimate, nor-suspicious activiies:

— {UNFOUO} Unusual, repeatsd, of proionged obsarvation of infrastructure (for axampie, with bincculass or video
camesas),

{UAFOUOT Taking noles oF messwrements, counting paces, skelching fNocr plans, Maps, or Fagrams,
IUFOUO) Scrutinizing secunty personne!, SNt changes, of faciity activiiies, or

(UAFOUQ] Extentdad bitering wihowt explanation, particulany In conceaked locations with optimal visitiny of
potential targats,

{URFOUOD) First Amenamant-profectsd activities shouid not be reported in a SAR or ISE-SAR absent articuladle facts
and circumatancas that support the source agency's suspicion that the behavior obasrved is not innocent, but rather
reasonably Indicative of criminal activity assoclated with tsrrortam, including evigence of pre-operational pisnning
related to terrorfam. Race, athnicity, nationat origin, or refiglous afMilation should not be considered as factors that
mﬁamm{MMmMmmmamammmﬂmL

i W () Thiz report is gerdved i port froem infoemation reported under the N2L ThS repoet i part of 3 series basad on SAR imended I heip identify
4 Y and encourspe reparting of 3Chities that, in zome Cases, Coud Constitute preparatices o temonst aaCks.
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