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(U)  Use of the Internet for Attack Planning 
 
(U//FOUO)  Malicious actors may leverage the Internet to gain information against a potential target to support pre-operational 
planning efforts for kinetic or cyber attacks.  Malicious actors can use Internet search engines for information such as maps, 
company photographs or blueprints, and gain additional details from social media sites and Web blogs.  Some actors may use more 
sophisticated techniques—such as phishing, spear phishing, or actual penetration of an organization’s network or devices—which 
can be used to gather personal, sensitive, or proprietary data. 

 

 
 

(U)  Report Suspicious Activity 

(U)  To report suspicious activity, law enforcement, Fire-EMS, private security personnel, and emergency managers should follow established protocols; 
all other personnel should call 911 or contact local law enforcement.  Suspicious activity reports (SARs) will be forwarded to the appropriate fusion center and 
FBI Joint Terrorism Task Force for further action.  For more information on the Nationwide SAR Initiative, visit http://nsi.ncirc.gov/resources.aspx. 

 




