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(U) Suspidous Activity Reporting (SAR): Acquisition of Expertise 
(U/IFOUO) Terroris!smayattempt ~gain skills and knowledge 
necessafY to plan and ell@cute atladcs by ob>tai.ning spedaflZed 
training. scfrciting « stealing teehnica1 and proprietary infonnation. or 
reaching out to academics and experts. In 2!107. German police 
arrested thre-e terrorist suspecls for allegedly planning and preparing 
car bomb attacks against US cffizens and interests in Gemuny. The 
suspec:t:s. traveled to Pakistan \\here they ceceivred weapons and 
expfosives training from a Pakistan-~ Uzbek jihadist group called 
fue lsfamic Jihad UniOn. 

(U/IFOUO) The following SAR incide-nts from fhe. NSI shared 
space demonstrate types of behavior terrorists might exhibit 
during :p~perationat stages for atbck.s. While none were 
ultimately ifinked to terrorist activity, they are cited as relevant 
examples for awareness and training purposes: 

(Ul/FOUO} A university professor o1 cellular and molecufar 
bioklgy reported recei..,ing an e-mail with 3 request for 
tnfcxmation about. producing and disseminating a bacleriai 
toxin. The marvK!ual requesting the i furmaton claimed to 
be wod<:ing on an academic assiignment buf would not 
disclose the univ@.rsity she represented or the deta· s of her 
assignment 

(U!/FOUO) An empioyee of an aerospace engif'lee.ling 
consulting company received a call from an incfMdual 
:seeking to understand how to construct a box that '!M)ufd 

shie!d terahertz frequencies. v.ttic:h are used in mail 
screening and imag· g to detect hidden objecls and 
determine chemical and bio-agent compos:ition. 

(Uj Nationwide S.AR Initiative 
(NSI) Definition of A.cquisition of 
Expertise: Attempts to obtain cc 
conduct irainirig • secU.rity · 
concepts fm'i'ltar; weapons Of 
tactics) "Or othe.r unusuar capab ties 
that would 3!'ouse sus:p· ·on in 3 
reasonable person. 

{U) lnSpireii.JGa:Dr»:: "'l33r.e a Bclmll 
In the J<JtK:bin ~ YOOIMim.'' 

(U) No.te: The Functi Standard 
v. .5 defines SAR as official 
doeumenta\ioo· of observed 
be: ·or reasonably incf:-cafive o~ 
pr~rarional nina elated to 
terrorism or"O _ • activity. 

(U) PossibJe Indicators of Suspicious Attempts to AE:Qu:ire E.xgertjse 

{UJ/FOOO) The following ac.tivities can · dicate effon!s lo acquire e.xpertise fur potentiaUy il 't ptJrposes .. 
Depe · g upon the context of .fhe situati~on fa- seeking the · nfum!atlon. personal behaviors .. and other 
· _ cators-suspicious i · ·es shoold be reported to 1M- appropriate authorities. 

- (UliFOUO} In · • es by individuals with no apparent need for technical or scientific knowtedge that may 
lead to exploitation. of win · ·es. 
{U/iFOUO) Posses.sm of . prints .. arcn;·ecturat dr;qams. and facility infoona1ion by mdMduals with 
no demonstrated need for fue· information. 

"'- {UIJFOUO) Extensive f est!Mch on a sub~ such as expt~a · methodologies and guida.~. 
which would arouse susP.ci'oo in .a reasonaii@ pe,rson. 

- {UliFOUO) SeekinQ ~. train· ano c:OOductinQ paramilib.rv eXE-tcises. P3ff£Uiarly by individuals 
who are will.ing to provide an explanation ffl4' acquiring combat stills . 

. (UIJFOUO} First Arnencment activities should not be reportt!d in a SAR or ISE.SAR. absent articulable facts and 
circumstances. that support the soorce agency's: suspicioo that the behavi« cbsem!d is oot imoc:enl but 
rather tl!\a5onably indical:iveof criminal activity· associated with terrorism. including evidence·ofpe-operatiooal 
Dl;anning related to• terrorism. Race. ethnicitv. national orisin. Of' religious affiliation should not be considered as 
fadors thilt create suspicion faJtbou~ these factors mav be. used as soecific suspect descriptions} . 

. i (U) llllS ~ ts ~ part trcm tnfM'rawn ~ ~ tl'le HSt :J! ts part cs a !iEi1E<s baSed on s-.' tnt'E!OO!!<J to help~ 

.. ~ repaU"9 d actA:es ea I &areta&e6 .. ·OOIJcl const!'.lle ~t'~ ra t>2mlllst attacls, 
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